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ABSTRACT

The ability of deepfake technologies to produce highly realistic images has become a significant security concern
for healthcare systems and insurance auditing processes, either through the generation of fake medical images or
the realistic manipulation of original ones. This study employs effective deep learning methods to detect medical
images generated by deepfake technologies and to localize inpainting-based manipulations. Two different
datasets were constructed for this purpose: the MedFake dataset, which contains brain, lung, kidney, and chest
images generated using multiple synthesis approaches; and the MedFakelnpaint dataset, which includes localized
inpainting manipulations applied to brain images. For deepfake synthesis detection, an 8-class ResNet-based
model was trained to jointly classify the organ type of a medical image and its real or fake status. For manip-
ulation localization, a U-Net-based model was trained to predict density maps corresponding to manipulated
regions within the image. Bounding boxes were subsequently derived from the predicted density maps to
explicitly represent the localized manipulated regions. The performance of the proposed approach was evaluated
using F1-score, and IoU-based localization metrics under strict training, validation, and test data splits with
varying threshold values. The developed models were integrated into a backend system using FastAPI, and a
lightweight web application was implemented to connect the provided endpoints with end users. MedFakeDet is
released as a reproducible software package, including pretrained models and inference scripts. When the
developed models were evaluated under different ablation configurations and threshold values, it was observed

that in some configurations, the F1 score reached levels of up to 99%.
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1. Motivation and significance

Medical imaging consists of various methods that support the diag-
nosis and treatment of diseases by producing high-resolution images of
different parts of the body [1]. Advanced techniques, ranging from MRI
to PET, allow for the study of diseases at the cellular or molecular level
[2]. These images play a critical role both in clinical decision-making
and in obtaining rare medical data [3]. The increase in data volume
also enhances the performance of image analysis algorithms. Deep
learning-based image generation, in particular, reduces data scarcity
and imbalance, improving model generalization [4]. In recent years, the
use of deep learning applications in the medical field has rapidly
expanded [5-7]. However, medical image generation and fusion remain
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quite challenging and costly [8]. For these reasons, various methods for
medical deep-fake generation have been developed in the literature.
Some approaches are based on Generative Adversarial Networks
(GANs). Han et al. generated realistic brain MRI images using GANs and
reported that expert doctors had difficulty distinguishing these images
[9]. Chuquicusma and his team performed DCGAN training on lung CT
scans [10]. In another study, a two-stage GAN architecture was used to
generate MRI images with and without tumors, achieving superior
performance with 97.48 % accuracy on BRATS 2016 [11]. A GAN-based
iris DCGAN framework was also developed for generating fake iris im-
ages and deceiving biometric systems [12].

In addition, diffusion-based methods are also being used. In one
study, lung CT images were generated using DDPM, and anatomical
accuracy was found to be high [13]. Pneumonia-specific X-ray images
were synthesized using a U-Net-based DDPM, and successful results
were obtained for both anatomical and pathological findings [14].
Another study used DDPM to generate X-ray, MRI, and ultrasound im-
ages; the generated images were subjected to a Turing test with doctors,
and experts reported only 42-55 % recall in distinguishing real from
fake [15]. This clearly demonstrates the importance of medical deepfake
detection. Since fake medical images can lead to serious problems such
as insurance fraud [16], the detection of these images is a critical area of
research. Some studies have applied contrast enhancement and
denoising to improve image quality [17]. Detection accuracy was
increased by data augmentation and resizing [16]. The iDCGAN study
used preprocessing such as resizing, normalization, and denoising [12].
CNN-based methods are generally used in the feature extraction phase
[17]. Another study reported AUC values of 89.9 % and 63.4 % on the
BraTS2020 and LUNA16 datasets, respectively [18]. Furthermore, 95 %
accuracy was achieved using SVM, Random Forest, and Decision Trees
on CT scans with tumor addition/removal using CT-GAN [19].

Medical images are critical data that directly influence clinical de-
cisions in diagnosis and treatment processes, making their reliability of
healthcare and insurance systems of paramount importance. In recent
years, medical images created using GAN and DDPM-based deepfake
generation methods have become extremely realistic visually, and in
some studies, Turing test results have shown that even expert physicians
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cannot distinguish them from real images. This situation demonstrates
that fake or manipulated medical images can pose serious risks such as
insurance fraud, misdiagnosis, and damage to clinical credibility.
Therefore, it is crucial not only to detect such images but also to reliably
determine the location of the manipulation. The software developed in
this study directly addresses this need by offering both synthetic medical
image detection and the determination of local manipulations based on
density maps within a single system. The fact that U-Net-based density
map approaches produce successful results even in high-density and
complex problems (e.g., crowd counting) is the primary reason for
choosing this technique for detecting local manipulations. Furthermore,
the fact that the developed system is presented with an API-based and
easily integrable architecture makes it possible to use the approach
practically in real-world medical monitoring applications.

2. Software description
2.1. Software architecture

The architectural structure of the software developed in this study is
presented in Fig. 1. As seen in Fig. 1, the proposed system consists of two
main components:

e Medical Deepfake Synthesis Detection (MDSD)
e Medical Deepfake Manipulation Detection and Localization
(MDMDL)

Both components are designed as separate API services and inte-
grated into the software's backend architecture. The main reason for
choosing an API-based architecture is to ensure that the developed
models can be easily integrated into different medical imaging systems
and security-focused applications. Furthermore, the developed APIs are
presented to the end-user via a simple and user-friendly web interface.

The MDSD component aims to detect medical images produced using
deepfake technologies. This component uses a single unified 8-class
ResNet-based model that supports multi-organ structures. Separate
models have not been trained for each organ type. Instead, the model
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Fig. 1. Use-case diagram of the developed software in this study.
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jointly learns to classify both the organ category and the real/fake status
of a given medical image within a single architecture. This design en-
ables the model to capture shared representations across different organ
types while maintaining discrimination capability. The API only takes
the image file as a parameter from the user and returns the classification
result and related confidence scores as output. The frontend includes
components that enable image loading and the textual display of results.

The MDMDL component aims to detect and locate local manipula-
tions performed on medical images. For this purpose, a U-Net-based
density map estimation model has been developed. The model generates
a density map representing manipulated regions from the input image.
Thresholding and bounded component analysis are applied to the
resulting density map, and the manipulated regions are displayed on the
image in bounding box format. The API output provides the user with (i)
the estimated density map, (ii) bounding box coordinates, and (iii)
explanatory text regarding manipulation detection. The web interface
includes components designed to display these outputs visually and
intuitively.

The backend layer of the web application was developed using the
Python programming language and the FastAPI library. The frontend
layer utilizes HTML, CSS, and JavaScript technologies. Model training
and inference processes were performed using the Python programming
language and the PyTorch deep learning library. All components were
designed with a modular and extensible software structure to support
reproducibility.

2.2. Software functionalities

The software developed in this study offers an integrated functional
structure targeting two different deepfake threats performed on medical
images: (i) detection of synthetically generated medical images and (ii)
both detection and spatial localization of local manipulations performed
on original medical images. Since these two problems have different
characteristics in terms of visual similarity level, artifact density, and
spatial distribution, two complementary but differentiated deep
learning approaches have been adopted within the software.

The first fundamental function of the developed system is the
detection of synthetically generated medical images using deepfake
technologies. For this purpose, a multi-class RESNET-based classifier
was trained using the MedFake dataset. The MedFake dataset includes
real brain, lung, kidney, and chest images, as well as deepfake samples
derived from these images. Synthetic images were obtained using both
DDPM-based diffusion models and different GAN-based generation
methods, rather than adhering to a single generation paradigm. This
approach prevents the classifier from learning only the statistical traces
specific to a particular generative model, instead enabling it to learn
visual and statistical distortions common to different deepfake produc-
tion methods.

The RESNET architecture used in synthesis detection is structured
based on the transfer learning principle. The RESNET backbone, previ-
ously trained on natural images, has been re-adapted for medical im-
ages, and the upper layers have been retrained to perform organ
classification and real/fake discrimination. Thanks to the transfer
learning approach, low-level edge, texture, and frequency-based fea-
tures learned in the early layers of the network are preserved; deeper
layers are optimized to distinguish subtle artifacts left by DDPM and
GAN-based synthesis processes. The model output is an eight-class
probability vector that simultaneously expresses both the organ type
and whether the image is real or fake for each medical image. A multi-
class cross-entropy loss function was used during model training, and
this function (1) is defined as follows:

C
Lep = -y ylog(ye) (€]

c=1

Here, C represents the number of classes, y. represents the actual class
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label, and y. represents the class probability predicted by the model. The
second and more challenging function of the software is the detection of
local manipulations performed on medical images and the determina-
tion of the spatial distribution of these manipulations on the image. The
local manipulation detection problem is more complex than synthetic
image detection, mainly because manipulations affect only a small re-
gion of the image and largely preserve global statistics. Therefore, in this
study, the manipulation detection problem is treated not as a classifi-
cation problem, but as a density map estimation problem.

A density map is a continuous-valued spatial function that represents
the probability or manipulation intensity of each pixel. This approach,
commonly used in problems such as crowd counting and object density
estimation, has been adapted for the first time in this study to the
problem of localizing medical deepfake manipulations. Ground-truth
density maps were generated for each manipulation region in the
MedFakelnpaint dataset. These maps were calculated using two-
dimensional Gaussian kernels placed at the center points of the manip-
ulation bounding boxes. The true density map (2) for an image is defined
as follows:

N

D(va) = Z ’?7(X7y|ﬂk76) (2)

k=1

Here, N represents the number of manipulations on the image, y, is the
center coordinate of the k-th manipulation region, and G is the two-
dimensional Gaussian function. This representation allows modeling
not only the presence of manipulations but also their spatial distribution
and intensity.

A U-Net-based architecture was used for density map estimation.
Thanks to its symmetrical structure consisting of encoder and decoder
blocks and the skip-connection mechanism between these blocks, U-Net
can learn both high-level semantic information and low-level spatial
details simultaneously. In the encoder section, abstract representations
are obtained from the image through sequential convolution and pool-
ing operations, while in the decoder section, these representations are
brought to the original resolution through upsampling operations. Skip-
connection structures enable the transfer of fine detail information from
early layers to decoder layers, contributing to more precise learning of
small and low-contrast manipulation regions.

The model output is the predicted density map D(x,y), and the model
is trained to match this map as closely as possible to the actual density
map D(x,y). The baseline regression loss used for this purpose is defined
by the following mean squared error function:

1 H
Len = ——
den HW; Z

w

> (D(x,y) - D(x,y))’ ©))

Here, H and V represent image dimensions. During the training process,
the model learns to generate high density values in regions with
manipulation and to keep the density close to zero in regions without
manipulation. A binary mask is obtained by applying a specific
threshold value 7 to the estimated density maps, and then connected
component analysis is performed. As a result of this process, each con-
nected component is considered as a separate manipulation region, and
the minimum encompassing rectangles for these regions are calculated
and presented in bounding box format. This approach allows for the
direct counting of the number of manipulations on an image and the
spatial evaluation of each manipulation. Fig. 2(a) shows the diagram of
the RESNET-based multi-organ deepfake classifier model, and Fig. 2(b)
shows the diagram of the UNET-based inpainting localization model.,
The software developed in this study is designed with an API-based
architecture in line with the goals of modularity and extensibility. The
backend layer is developed using Python and FastAPI, and deepfake
synthesis detection, manipulation detection, and localization functions
are offered as independent services. The frontend layer, developed with
HTML, CSS, and JavaScript technologies, offers a lightweight and
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(b) UNet-based Manipulation Localization
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Fig. 2. Block diagram of neural models used in this study (a: ResNet based Multi-Organ classifier, b:UNet-based Manipulation Localization).

intuitive interface where users can visually and textually review image
upload, detection results and model behaviours (Density maps and
GradCam results).

3. Ilustrative examples

In this study, DDPM-based synthesis and local manipulation models
were trained using medical images of four different organs: brain, lung,
kidney, and breast. The data used in this study were generated under
controlled synthetic conditions. Synthesized images were produced
from random noise using DDPM and GAN-based methods, while ma-
nipulations were applied to clinically meaningful tumor bounding box
regions in tumor images and to randomly selected regions in tumor-free
images to increase variability. To avoid data leakage, identical samples
were not shared across training, validation, and test sets. Different
manipulation configurations and the inclusion of both manipulated and
non-manipulated samples reduce the likelihood of trivial memorization.
However, the dataset may not fully represent the full diversity of real-
world clinical scenarios, and the results should be interpreted within a
controlled experimental context. Fig. 3 presents examples of real images
and synthetic images produced using DDPM and GAN-based methods.
Examination of the images shows that the DDPM-based method better
preserves anatomical structures and produces results closer to the real
images compared to GAN-based approaches.

The developed models are integrated into web interfaces using an
API-based architecture. Screenshots of these interfaces are presented in
Fig. 4.

4. Impact

Deepfake technology's ability to generate and manipulate such

realistic images can be used as an effective tool both in cyberattacks on
hospital networks and in document forgery applications for insurance
companies. This has increased the importance of deepfake detection
approaches in medical image processing. In this study, two models were
developed that enable the detection of both synthesized images from
scratch and manipulated images. These models were integrated with API
technology, making them easily integratable into the systems of orga-
nizations facing threats from this technology. Additionally, simple and
user-friendly web interfaces enabling user interaction with the API were
developed as part of the study. The points discussed so far address the
social impacts of the study. A comprehensive evaluation of the devel-
oped models is necessary to quantify these impacts. In this context,
Table 1 provides quantitative information about the datasets used in
model training.

Table 2 presents an ablation study comparing the classifier model
developed for the detection of deep fake images synthesized from
scratch with different CNN encoder architectures. Table 2 shows that the
best test result was achieved with the RESNET architecture.

The ROC curve graph and confusion matrix of the trained UNET-
based localization model and detection examples of DDPM-based local
manipulations are given in Fig. 5. Examination of the provided graphs
shows that the trained model performed the classification process with
very high performance. Table 3 presents the performance of the multi-
task UNET model developed for manipulation detection, localization,
and density map generation. Within the scope of ablation analysis, a
comparison was made with the single-task version of the model trained
solely for segmentation purposes. Furthermore, to evaluate the perfor-
mance of the proposed approach against different problem formulations,
object detection models based on YOLOv8 and YOLOv11, trained on the
same dataset, were also included in the comparison. Table 4 presents a
comparison between the proposed approach and studies reported in the
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Fig. 3. Illustrative samples from dataset used in this study. (a: Deep fake images generated by DDPM, b:Orignal images, c: Deep fake images generated by GAN, d:
DDPM manipulated images.).
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Fig. 4. Web interfaces developed within the scope of the study.

Table 1

Dataset sources, purposes, and train/val/test splits used in this study.
Dataset Fake / Real Source Purpose Train Validation Test
Brain Real Publicly available [20] DDPM Synthesis 950 101 -
Lung Real Publicly available [21] DDPM Synthesis 6000 377 -
Kidney Real Publicly available [22] DDPM Synthesis 2700 239 -
Breast Real Publicly available [23] DDPM Synthesis 925 100 -
Tumor Detection Real Publicly available [24] DDPM Manipulating 6500 350 350
Synthetic Medical Images Fake DDPM / GAN on [20-24] Deep fake detection for synthetic images 10500 1000 500
Real Medical Images Real Publicly available [20-24] Deep fake detection for synthetic images 10500 1000 500
Manipulated Medical Images Fake DDPM on [20,24] Deep fake detection for manipulated images 8000 1000 1000

Table 2
Ablation study on CNN Encoders for deep-fake synthesized image detection.
s Parameter FLOPs Train- Validation- Test-F1
Count (GFLOPs) F1 F1
Lightweight- 246056 0.07 0.8877 0.8731 0.8742
Custom-
CNN
VGG-19 139603016 6.49 0.9553 0.9600 0.9599
InceptionV3 24365808 0.74 0.9778 0.9703 0.9724
LeNet 1628556 0.16 0.9324 0.9155 0.9245
RESNET 11180616 0.595 0.9990 0.9986 0.9878

literature. It should be noted that these comparisons are not conducted
under identical datasets or experimental conditions, and therefore are
intended to provide a contextual reference rather than a direct bench-
mark. Within this study, the most fair and controlled evaluations are the
ablation experiments performed under the same dataset and training
protocol.

One of the key factors determining the system's feasibility is the la-
tency and performance values of the developed modules. In this context,
the API application was run on a laptop with a 3.2 GHz 14th generation

Intel i5 processor, 6 GB RTX 4050 GPU, and 16 GB RAM. The results
presented in Table 5 show that the modules offer acceptable perfor-
mance on this hardware.

5. Conclusions

This study develops MedFakeDet, an API-based and reproducible
software system that addresses the problems of deepfake synthesis
detection and local manipulation detection/localization in medical im-
ages. The proposed system aims to reliably detect highly realistic med-
ical images created with advanced deepfake production techniques.The
multi-organ support ResNet-based classifier developed for synthesis
detection showed the highest performance in comparative experiments
with different CNN architectures, achieving a 98.78 % F1 score in the
test set. These results demonstrate that the transfer learning-based
ResNet architecture has a very strong representational ability in dis-
tinguishing advanced DDPM and GAN-based forged images.The pro-
posed density map-based UNET model for manipulation detection and
localization was evaluated under different threshold values. The ex-
periments showed that the threshold value directly affects performance;
the best result was obtained at a threshold value of 0.28, achieving a
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Fig. 5. (a) ROC curve of the UNet-Density model, (b) Confusion matrix of the UNet-Density model, and (c) qualitative examples of DDPM-based local manipulations,
along with their corresponding ground truth density maps, ground truth bounding boxes, and UNet predictions.

Table 3

Quantitative comparison of density-map-based multi-task learning, single-task segmentation, and detection-based approaches for manipulation presence detection.
Model Validation-selected Decision Threshold TP TN FP FN Recall Precision F1-score
YOLO-v8 0.37 567 196 4 233 0.7088 0.9930 0.8283
YOLO-v11 0.35 594 194 2 210 0.7388 0.9966 0.8486
UNET (Single-Task) 0.22 444 176 3 377 0.5408 0.9933 0.7008
UNET-Density (Multi-task) 0.28 818 174 4 4 0.9951 0.9951 0.9951

99.51 % F1 score. Thanks to density maps, manipulated areas were not
only detected but also displayed spatially in bounding box format.All
developed models were serviced with a modular backend architecture
based on FastAPI and presented to the end user via a user-friendly web
interface. This approach enables easy integration of the system into
hospital information systems, insurance audit platforms, and security-
focused medical applications. In conclusion, MedFakeDet offers a
powerful and applicable solution in the field of medical deepfake
detection, both for academic and practical use, with its high accuracy
rates, spatial detection capability, and software-oriented design.

CRediT authorship contribution statement
Mehmet Karakose: Supervision, Resources, Project administration,
Investigation. T. Goktug Altundogan: Writing — review & editing,

Writing — original draft, Visualization, Validation, Software, Methodol-
ogy. Mert Cecen: Investigation, Data curation, Conceptualization.

Declaration of competing interest

The authors declare that they have no known competing financial



M. Karakose et al.

Table 4
Comparison of proposed methods with existing literature.

Study Purpose Recall Precision F1 / Accuracy

[25] Synthesis Detection - - 91.57 %

[26] Synthesis Detection - - 96.0 %

[27] Synthesis Detection - - 97.79 %

[28] Synthesis Detection 98.87 % 96.69 % 97.77 %

[29] Manipulation Detection 93.9 % 94.4 % 94 %

[30] Manipulation Detection 72.84 % 100 % 84.29 %

This Study Synthesis Detection 98.62 % 97.98 % 98.78 %

This Study Manipulation Detection 99.51 % 99.51 % 99.51 %
Table 5

Measured and estimated inference performance of system modules.

Module Model (Encoder) Latency Performance Note
(ms)
Synthesis Detection =~ RESNET 257.21 High accuracy
(preferred)
Synthesis Detection ~ Lightweight-Custom- 221.34 Faster but lower
CNN accuracy
Manipulation UNET-Density 284.92 High accuracy
Detection (Multi-Task) (preferred)
Manipulation UNET (Single-Task) 281.55 Faster but lower
Detection accuracy
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